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DATA PROTECTION GUARDRAIL:

PROTECTING SENSITIVE
DATA IN Al INTERAGTIONS

The Data Protection Guardrail isn't just another security
control—it's a way to ensure your team can use Al tools
confidently, knowing that confidential information is
safeguarded. Here's how it works:

AUTOMATIC TOKENIZATION AND CONTROL

The Guardrail automatically detects sensitive information such as SSNs, credit card
numbers, or passport details when sent in a prompt to an Al model. It tokenizes
that data in real-time, meaning the Al model never actually sees the sensitive
information. The result is returned safely to the user, with the tokenized data
reconstituted. This process is seamless and invisible to the user.

Imagine an employee asking an Al model to process a report that includes
customer Social Security Numbers. Without the Guardrail, that data could be
exposed. But with WitnessAl, the SSNs are tokenized before they reach the model,
ensuring no sensitive information leaves your secure perimeter.
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CUSTOMIZABLE ACTIONS: WARN, BLOCK, OR ROUTE

Every business has different needs. The Data Protection Guardrail provides flexible controls based on the user group. When
sensitive data is detected in prompts, the Guardrail can:
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WARN BLOCK ROUTE
Warn the user with a customizable Block the request entirely, preventing Route the prompt to a safer, pre-
message, offering guidance on proper the interaction. approved Al model.
usage.

REROUTING PROMPTS TO THE RIGHT MODEL

The “Route” feature is particularly powerful for controlling where sensitive data ends up. For instance, if a user tries to send
accounting-related information to ChatGPT, the Guardrail can automatically reroute the request to a different, more secure Al

model. It could send it to Google Gemini or even an internal Al model that's specifically configured to meet the accounting
team’s needs.

This level of control ensures that not only is data protected, but the right tools are being used for the right tasks, keeping your
organization safe from misusing external models that may not have the necessary data governance or compliance guarantees.
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EASE OF INSTALLATION AND CONFIGURATION

Integrating new security tools can often feel like a massive project, but the Data Protection Guardrail is designed to be light and

easy to install. It seamlessly integrates with identity providers like Microsoft Entra to apply specific configurations per user
group, so different departments have controls that fit their Al usage. No need for massive overhauls—this feature works within

your current ecosystem.
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Data Protection is WitnessAl's data leakage, anonymization, and control Guardrail. The purpose of this Guardrail is to protect the company
confidential information from being sent to various Al models by way of prompts. For example, US Social Security Numbers (SSN) will be
automatically tokenized when sent to the model, and then reconstituted by the Guardrail in the Al model’s response to the user. When this
Guardrail detects these activities, it provides the option to Warn, Block or Route the user with a customizable message.
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Al LOSS PREVENTION (AILP): A NEW FRAMEWORK FOR TODAY'S Al RISKS

We believe this feature marks a new chapter in data protection. We're calling it Al Loss Prevention (AILP)—an evolution of the

traditional Data Loss Prevention strategies that enterprises have relied on for years.

Traditional DLP tools were made for structured data like files and emails. But Al operates in a much more dynamic way,
interacting with data through natural language prompts and returning highly variable outputs. AILP is designed specifically for
this type of environment—giving you the ability to protect your sensitive data, even when it's used in conversational or

unstructured formats.

COMPLIANCE CONSIDERATIONS: HOW IT FITS WITHIN BROADER
REGULATORY FRAMEWORKS

In today's regulatory environment, it's not just about keeping data safe—it's about proving that you're doing so. While the Data
Protection Guardrail isn't directly intended to solve compliance issues like GDPR or HIPAA, it's a significant piece of the puzzle.

For companies dealing with global privacy regulations, having a system in place that automatically detects and protects sensitive
data as it's used in Al models can make a big difference in your overall compliance posture. Think of it as another layer of
assurance—ensuring that, even when interacting with Al, your sensitive data doesn’t cross the wrong boundaries.
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THE STRATEGIC VALUE FOR CISOS

As a CISO, your job is about balancing innovation with security. You want your company to take advantage of the benefits Al
offers without opening the door to unnecessary risks. WitnessAl's Data Protection Guardrail helps strike that balance.

Here are the key takeaways for you:

PROTECT SENSITIVE DATA
AUTOMATICALLY

The Guardrail ensures that sensitive
data like SSNs, credit card numbers,
and passport details are tokenized and
protected before they ever leave your
environment.
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QUICK, SEAMLESS
INTEGRATION

With a light setup and integration
process, this feature won't disrupt your
current operations—it works with what
you already have.

TAILORED GONTROL

Customize how the Guardrail reacts
depending on who's using Al and what
data they're dealing with. The flexibility
means this feature can grow and adapt
to the needs of different departments.
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FORWARD-THINKING SECURITY

Al Loss Prevention (AILP) is an essential
part of future-proofing your data
protection strategies. As Al continues to
grow in importance, ensuring you have
robust protections in place is critical.

REROUTE PROMPTS
T0 SECURE MODELS

Ensure sensitive information is sent to
the right place by rerouting prompts to
pre-approved models like Google
Gemini or internal Al systems.

CONGLUSION: EMBRACGE Al, CONFIDENTLY AND SECURELY

WitnessAl's Data Protection Guardrail empowers your organization to embrace Al with confidence. You no longer have to worry

about sensitive data leaking out when employees interact with Al models. With automatic tokenization, customizable controls,

and an easy installation process, you can rest assured that your Al usage is as secure as the rest of your infrastructure.

Ready to see how WitnessAl can protect your business? Contact us for a

ABOUT WITNESSAI

WitnessAl enables safe and effective adoption of enterprise Al, through security and

governance guardrails for public and private LLMs. The WitnessAl Secure Al

Enablement Platform provides visibility of employee Al use, control of that use via

Al-oriented policy, and protection of that use via data and topic security.

Learn more at witness.ai.

and take the next step in Al security.
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https://witness.ai/book-a-demo/
https://witness.ai/

